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lS.llepeul{crll{re ypoBHI4 apx1r::rypu IoTWF u onuruure xapaKrep

KoMMYHI{raqrair B MoAeJIr{ IoTWF

lg.llpneeArrre rrpeI,IMyIIIecrBa apxureKrypH IoTWF' 3a KaK?Ie ypoBHlI B MOAeJII4

IoTWF orBellaror if " 
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23.Onwrttl4Tepa3Hllqyrroutruit'<<VllrrrepHerBeuIeLl

corJlacHo craHAapTavr ITU
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aKTyaropu? Karrae Qynxurara oHlI Bblrlonnqm?

32.I{ro rroHrrMaeT"t toa smart-o6beKroM n IoT? B 'IeNd pa3HIIIIa MexAy ceHcopoM

I4 aKTyaropoL'l? Karr're $ynruut't oHI{ Bblrlomrsror?
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40.Knacclrsnr<aqut rexHoJlorufi iloAKIIOq e]H:l)s'IoT ycrpoficre ilO AaJIbHocrI4

cBq3I',I
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53.Ilpuee,[I4re cxeMy u orurrllt" ypou"r{ apxureKrypnr LoRaWAN

54.flpraneAlrre cxeMy lr orluurl4re ocHOBH"" t""""ie 3JIeMeHTbr apxllTeKrypbl

LoRaWAN
5 5 . Ouraurl4re rpouecc SynrarI4oHLIp 

oB aHvrfl' L oRaWAN

56.flpraneAl{Te o6rqylo xapaKTep".'"ny TeXHoJIofi,ru IEEE 802.15.4, ouraurure

o cHOBHbre I4CfIo JIb3yeMbIe ceTeBble TO rloJlof yIlI
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l.onuurr,rreoco5errHocTl4IIpI4MeHeHurIP-upoToKoJIaeIoT
. 2. Onuunare [or{eMy rporoKoJl IP eaNeg llq IoT? Kar<ue orpaHflqeHfitr

ycrporrcreIoTAeJIaIoTI4cIIoJIb3oBaH[e*u*"".cKololPaarpylrrurenrrrrru?
3. 9ro rpeAcraBrrner co6oir ;;;;;;;"r 6LpwPAN? Karyro npo6neuy oua

peurae'r? Karoe Mecro oHa 3aHr{Maer B apxl'ITeKType IoT?

4. r{ro raKoe rrporoKoJr RpL vr [nfl.KaKlrx rr4rroB .."ifi oH npeAHa'gHa're'? Karoe

Mecro oH 3aH?IMaer B apxl4reKrypt IOJJ

5. onrau'are KaKr{M o6p*o* ;;;;J""t IP Aonxen 6u* orIrI',lM?I3aIrLIfl' 
^Irfl'

,. ?ffJ;Hllffi.""e creKa rrporoKonon IoT, r{crrolrb3yrourero 6LowPAN '
TCP/ IP TDrl6 rr2ICeToB s 6LoWPAN? Karlre MexaHI43MbI

7. Kar rpol{cxoAw a$arrraulzLg IPv6 raKg:ol

cxarl4fl 3aroJIoBKo" "t"Jnmyrorcf, 
e 6LoWPAN?

g. Karc npor4cxoAur aAarralll{"ipuo raKeroB s 6LowPAN? I{ro raroe

Qparrr,rerrraWfltIaKeToB".orowpANraKo|Aaorrarreo6xoAurr,ra?
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lO.Kar<rae ""rr", 
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1 1.8 qervr pa3nutllle MexAy 6LoWPAN v Tpa;rur\woHublM IPv6? I(ar

ocyqecrBn""t""-""t!'puq"" Oi"WpaN-cerefi c I'lnrepnerovr?

l2.Karc Soprraupyerct Maprupyrll3allufl BBepx lI BHI43 s RPL?

13.I{ro TaKoe rpI{KJIaAHbIe [poToKoJIbI B apxllreKType IoT? Karue 3a4a'1r4

peilaror rrporoKonn CoAP n MQTT?
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CoAP u MQTT?
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coAP? 
. r.^,,a,6T'',,.r e..,( 3yroTcf s coAP? @opruar

1 6.flepeuucJrl{Tb KaKLIe rutlbr coo6qennfi ucuonr:

.oo6rq."nfi CoAP

l7.Karpa6oraetMoAeJIb((KJIIIeHT_cepBep))BlqoToKorreCoAP?HaKaKI,rx
rpaHcrloprHbrx rporoKonax pa6oraer CoAP?

1 8. OruiluuTe KaK BbIHItAI{r B3auMoAefi crsue (KJIIIeHT'cepBep> s CoAP'Ha

rpuMepe cqeHaprt y3en :. Tnot 
--+ o6nar<o CoAP
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rpaHcrloprHbrx rporoKoJlax pa6oraer MQTT?
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6porep MQTT LI Kal(yrc poJlb oH BbrttoJlnqet?

2l.Karcue ypoBHrr QoS cyur.rJ;; l tqrrr Karue ilperrMylqecrna MQTT npu

pa6ote c necta6ralbHbrMr{ cersMu?

Z2,Kaxlle3aFa|iltpelllaloT"p"**on"'CoAPuMQTT?BrarulxIoT-cuegapl4flx
npllMentercs doAP, a rAe MQTT?

23.OrvaluTe KaK peanll3yeTcfl IIepeAaIIa AaHHbIx ((AaTIIIIK -> o6laro>> c

I{cnoJIb3oBaHueM MQTT
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IoT nor'r-r.!. nnoroKoJlos IoT gff n'6opa cuoco6a
25.Ouuurute Kareropuu [pLlKJIaAHbrx [poroKoJlo]t ru L ArDL 'E'Drv\

,' rpaHcnoprLIpoBKLI rrpllJloxenufi IoT
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2T.fIpuuul{blyxyAlueilv|fl'*u".."".uIoTcurrrarroBIIpuflepeAaqeIIo
TeJIeKoMMyHLIKaII[oHHbrM KaHaJraM

2 8 . florvrexra Ilt llcKaxe ;ar4fl rrpv nep eAarle I oT - clrnaJroB rlo

TeJIeKOMMyHLIKaIILIOHHbTM 
KaH€UIaM

29.9ro TaKOe aAAIITIIBI{bIe ilyMbI II lIMIIynbcHbIe nouexu? Karoe BJII4'H[e oHI4

oKa3brBaror na IoT clrrHaJrbr rrpu [epeAaqe rlo reJIeKoMMyHr4Kaquor{HbrM

r<analavr?

30.I{roTaKoeMexCKaHaJIbHbIeI{B3auMHbIe[oMexfl?KaroeBJIusHLIe0HLI
oKa3blBalorrraIoTcLIfHaJIbIIIplI[epeAaqe[oTeneKoMMyHIIKaIrytoHHbIM
r<analau?

3 1 .I{ro TaKoe MgoroJryrreBbre rroMexu' MeAneHHbIe 3aMlIpaHI{t

(shadowing/sareueuue), 6srcrpsre 3aMlIpaHLIr (fast fading)? w B.nusH.I,e Ha

IoTcurrraJlblIIpI4flepeAaa[eIIoTeJIeKOMMyIILIKaII[oHHbIMKaHaJIaM
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B craHAaprfi3a\vrr4loT?

4. flporo*oo"riurr crer 6e-cnpouoo"* '""top"J'" 
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NFc. KoirtuynraKallllfl B IlpoTOKOne NF c

10.Ha-g'aqtJ: ';;;;'"" 
GE' ;;;;."n NFc - pe,'$4Mb-I pa6ot'

t l.Kaxoeo Ira3'aqe're cr4c-r1Mbr paA?Io uAeH]T0rarauuu RFID?

l2.Aprurr"*nu cucrewru RFrli' 'ui-tu*9t RFID TAG

1 3 .Karue'ntt""""' BxoA{r "-J*r.u" 
RFlD-cucreuu?

14.Kar< ycrpoeua RFID-rvreT'; Kallrt *tt*" Ouearor?

1 5 . Apxur.*nu cr4creMbr iid. oynr<tlrl{ RFID cqurblBarert

1 6l Ku*o uo 
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o t'o""" " "*oup" ^"ui^^'11llt"lf[H$t"
';**:rumf#;nffXl':;;J"pon"eRFID-cucreM
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AeflTeJIbHOCTLI'
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o6ter'roeAaHHbrxMexqyno*"o"ttraMr4##;;tt"'u*otMIPIAlliance
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oSten'ros AaHHbIx MexAy no*"on""raM?1 ;;;n*t"e' o6nacu rIpI4MeHeHLIfl

MIPI 7 -- -r^Fn o.renvte H 6e:onac'ocrll' rlogcuure 3Harle'ue

Z2.\aruuru ArIt ""t"y",9"rbuoro 
3peHur " 

**"'i;t;i;t

""n*"ooJiepas' 
ts"ciilibXn' ToT - time of flight'

23.eevr Mrpr-nporoKorrbr ;;#;;;;j "' 
usB, HDMI n LvDS B IIraHe

eueproe Q s er<rueuo """ 
i i"llra6rapy euo cru?

24.Kaxue*no""u",eoco6errrrocTl{up*"'.n.'yp'MIPI[o3BoJI'IoTAocTI[tIb
u""o*o)' ffi tot 6 $ emunuocn'r?

'..BKaKIIX 
oTpacJl'x ..1'oo"" flpl4MeHf,eTcfl IIpoToKoJI MIPI, iloMI{Mo

r\no6uJlbnbrx YcTPofi crs?



26.WoTaKoenporororr/urrrep$eficUniPro,uAnAKaKIltXTlIfIoBclIcTeMoH
lpeAHa3Ha'reH? ^ -^y-^morrc ,"crrorrrr3vrorct MexAy pa3nutIHbIMlI

27.Kat<vrellpllHqllilblB3allMoAeircrsu-trI4cIIonb3yIoTc'MexAypa3l||4

,ri*i:,"rtu**#rr$i:fi:rarporoKo'aunipro,v,KaKrresv'ruun

,n.ffix";;HJ:;ffi*ro oSpa6ar'saer ourn6ru Bo BpeMn repeAar* AaHHbrx I4

KaKI{e MexaH?I3Mbr I{C[oJIb3yeT AJIfl eroro?

30.Kar<raeMeToAbIyIIpaBJIeHI4flAocTyIIoMKQpeAeIIepeAatII{AaHHbIXI{cIIoJIb3yeT

,, ffiliTl"H:T:-A{ g:l'*poHHbrM ?I crIHxpoHHbrM pexl4MaMu repeAaril.
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cpaBHeHLIro c SPMI? 
rr.rrnrtr \,rl^Rr{e nooroKoJla UniPro?

34.Kaxosa porlb API s rporpaMMHoM ypoBue rlp

35.BqeM3aK[IotlaeTcflocHoBHoeHa3HaIIeHI4eIIpoToKoJIaSPMI?
36.KarosblocHoBHbIe[pe}IMJIIIecTBallclloflb3oBaHI4flSPMIeMo6unrHblx}I

,r].*f "*";Y;rff;:$TJ"""uourn6orcBKrrroqeHbrBrlporoKorl*PMI?

3S.flouervryBaxHayHI4Kgn.b:afl,a[peca|}y1flycrpoficTBB[poToKoJlax[epeAaall4

,r *m:*;ffffi?XH'I"T##NTtt no 
-c-PMeHI:ro 

c uniPro B Kol{reKcre

loAAepxKll KoJII4qecTBa [oAKlrouaeMblx ycrpoircrn?

40.KaxopfaHl43oBaHoB3al4MoAeficrsueMexAymasteruslaveycrpoftcrBaMl,IB
-.SPMI?

41.Kra5ep[pocTpa'cTBeHHble 
cI,lcTeMbI _ oilpeAeJleH}Ie. Ilepeuracrr?ITe ocHoBIIbIe

KoMrIoHeHT"i t 'o"*" 
sPenur IoT

42.Ormulvreoco6errHocTl4rra6epupocTpaHcTBeHHblxcI4cTeMsIoT
43.onuu'are KaKrre oc'oBHbr;;id*, d.rorrur"ocrrr cyuecrByror ArIt ycrpoficrn

^-';il.#;Tffi 
;JJ#ffheKrvpbl'"'11),St-;:li:trla'crseH'on

cl4cTeMbl.ouuurureocHoBHbIey'3BLlMocTI{IoT.ycrpoficrs

n3Hnn:m:::lmi:ll-#1":fiffi 
besonacuocrrr'KoropbreAoJIx{HbI

6nrr yqreHbl rlpu rpoenffi "utura 
IoT-Ycrpoircrn?

4T.Orm.-v',e KaKre *.too"t'rT,iin'1"' or DDtS-u'un Moryr 6s'rr ?Icrorlb3oBaHbr

AJrr 3arqrrrbr loT-ycrpoircre? rRToor43auufl B KoHTercre IoT, 14 KaK

48.floscrure qro TaKoe ayreurusvK?'lplflu aBropll3aqufl B Ko

OHU pa3Jlll.rafOfCg? 
---rn rorrrrr_rx M.X(OT ItOMOqb O6eCneqUff 6egOnaCHOCTb

49.floscn"" *u* uruQpoaanlle AaHHbIx Mox

IoT -ycrpofi crs ll repeAaB aerrloft nusoprnrauuu?

50.froscHure KaKoBa poJrb o?"o"n."ron npofronon'oro o6ecueqe*r'fl'vr flarrle?I B

,'o ootp* auvrr46 es o nacuo crl4 I oT -y crp ofi crs?



5l.floscnure KaK MoXHo oIIeHIIrb ypoBeHb 6egouaurocrll loTlycrPoficrsa s

[poqecce ero pa'epa6orKlr I4 sKcnJlyara\nu?

52.onuurrare peKoMeHAaIIuL|,,o oo..,,eqeHulo Qusuuecroft 6egonacrrocur IoT-

ycrpoficre r^'r 'or ""r,r6enrrnocmaHcrBgHHofi
53.flepeuv|cI|.IfieypoBHLIapxLlTeKTyprrIoTxarrrr6ep[pocTpaHcTB(
. 

CIICTEMbI.

54.Karue ocHoB'bre yrpo3br 6esonacHocr'r cyrqecrByror AJI' ycrpoficre IoT?

,, .+i::H"ff"T":f;ffi roT c rorrKu 3peHl' r<u6 epnp ocrpaHcrBeH'brx cllcreM

56.IIroTaKoe6egonacrrocTbHaypoBHeceT}I,uKaKoHaIIpIIMeHtreTcflK
apxureKryPe IoT?

3ae. raSeaPofi TI4
M.E.A6aPKanraPoBa

C.A.CamLIKoBa

Paspa6omla
*."o., TYflT, AoIreHr raQe4Prt

<<T en erovrMy HllKallnonuufi UHxcIHLIpI'IHD)


