Cryptographic protocols
1. What is the main task of key distribution protocols?
2. Name and briefly describe the three overlapping categories into which all key distribution protocols can be divided.
3. Describe the operation of the Wide-Mouth Frog protocol. What role does Trent play, and how does the session key reach Bob?
4. What mathematical property must encryption and decryption transformations satisfy for the Shamir (no-key) protocol to work? Write the condition.
5. Explain the main drawback of the Shamir protocol and on which computational hard problem its security is based.
6. Describe all five messages (M0–M4) exchanged in the Needham-Schroeder shared-key protocol and explain how each message prevents replay attacks.
7. What protocols are derived from the Needham-Schroeder protocol, and why is it considered historically important?
8. In the Kerberos protocol, what are the three participants and what secret keys do they hold before the protocol begins?
9. Describe the Otway-Rees protocol step by step. How does Alice protect her nonce Nₐ, and why can Bob not read Alice's encrypted portion?
10. What advantage does the Yahalom protocol have over the Wide-Mouth Frog protocol? How does it protect against replay attacks?
11. What is the main feature of the Neuman-Stubblebine protocol that distinguishes it from the Yahalom protocol? Why is clock synchronization not required?
12. Define a replay attack and an impersonation attack in the context of cryptographic protocols. Give one countermeasure for each.
13. How do asymmetric protocols relax the requirements of symmetric protocols during the preliminary stage of key exchange?
14. Describe the DASS protocol. What role does Trent play, and how does it differ from the Denning-Sacco protocol?
15. Explain how the Wu-Lam protocol protects against replay attacks using random numbers. What does Alice's random number RA achieve in the session key certificate?
16. In the Denning-Sacco protocol, who generates the new session key K, and who is responsible for contacting Trent for certificates?
17. Describe all three messages (M0, M1, M2) of the Needham-Schroeder public-key protocol and explain what each party learns from each message.
18. What famous attack was launched against the Needham-Schroeder public-key protocol in 1994, how many years after its publication? Who carried it out?
19. What is an interleaving (combined) attack on cryptographic protocols, and what is the recommended countermeasure?
20. Describe the 'key problem' in traditional (symmetric) encryption and explain how PKI resolves it.
21. List the four fundamental principles on which PKI is built.
22. What are the roles of the Certification Authority (CA), Registration Authority (RA), and Repository in PKI?
23. Name and briefly describe the five types of PKI architectures.
24. What four main tasks of information security does PKI address?
25. Describe the role of IPSec in PKI and explain why PKI provides a scalable way to manage IPSec keys.
26. What is LDAP, and what is its primary role within PKI?
27. What information does an X.509 certificate typically contain? List at least five fields.
28. Describe three popular real-world areas where PKI is applied.
29. What is L2F, who developed it, and what are its two key limitations regarding security?
30. List the four protocol types that participate in establishing an L2F secure tunnel and give an example of each.
31. What is PPP and what three main functions can it provide? Give examples of its common variants.
32. Describe the five phases of a PPP connection according to RFC 1661, in order.
33. Explain the CHAP authentication protocol's three-step verification cycle. What hashing algorithm is used, and why is CHAP more secure than PAP?
34. What is the main disadvantage of CHAP regarding password storage, and why is it not well-suited for large networks?
35. What is EAP, and what are the three main participants in an EAP authentication process? Give examples of EAP methods used in wireless networks.
36. Describe the RADIUS protocol’s purpose and its three AAA functions. What advanced authentication methods does it support via EAP?
37. How does PPTP create a secure channel? What protocols does it use for encryption and authentication, and what authentication protocols does Microsoft’s implementation support?
38. How does L2TP differ from PPTP? What networks can L2TP operate on, and why is it considered only a tunneling protocol?
39. What security services does the AH (Authentication Header) protocol provide? What security service does it NOT provide?
40. Compare the transport mode and tunnel mode of AH. What is the key difference in terms of what is authenticated in each mode?
41. What algorithms are used in the AH protocol? List at least four HMAC algorithms referenced in the lecture.
42. How does ESP differ from AH? Explain the processing order when both encryption and authentication are used simultaneously in ESP.
43. What encryption algorithms does ESP support for VPN functions? What is the benefit of using a 64-bit Extended Sequence Number (ESN) in AES?
44. What is SSH and what three main security advantages does it offer over Telnet and rlogin?
45. Describe the three methods of server authentication in SSH. Which is the most common, and which is the least secure?
46. How does key-based client authentication work in SSH? Describe each step from key generation to successful authentication.
47. What algorithm is used to create the shared session key in SSH, and what algorithms are used for symmetric encryption of transmitted data?
48. What is an SSH tunnel and what three practical implementations are described in the lecture?
49. What is SSH MITM, how does it work, and what condition makes victims vulnerable to this attack?
50. List at least six security best practices for using SSH servers mentioned in the lecture.
51. What is FTP and what are the three data transfer modes it supports? Briefly describe each mode.
52. What security vulnerabilities of standard FTP are summarized in RFC 2577? List at least four.
53. How does SFTP differ from FTP? Can a standard FTP client connect to an SFTP server? Explain why.
54. What is the difference between Explicit FTPS and Implicit FTPS? What command initiates TLS in Explicit FTPS?
55. Compare SFTP and FTPS. List two advantages and two disadvantages of each protocol.
56. What are the three main properties of a secure channel provided by SSL.
57. What is IPSec and what three core protocols does it consist of? Briefly describe each.
58. Describe the fields of the AH header: Next Header, Payload Length, SPI, Sequence Number, and Authentication Data.
59. What is the SPI (Security Parameters Index) field, and what three values uniquely identify a Security Association (SA) for an AH packet?
60. Describe the structure and fields of the ESP header and ESP trailer. What optional fields does ESP include compared to AH?
61. What is IKE and what two phases does it consist of? What is the purpose of each phase?
62. Compare IKE Main Mode and Aggressive Mode. What are the trade-offs in terms of security and efficiency?
63. Describe the five stages of IPSec operation from policy creation to SA termination.
64. What are IPSec Cookies (Anti-Clogging Tokens), and how do they protect against DoS attacks such as TCP SYN flooding?
65. Describe the Diffie-Hellman protocol and the main vulnerability it has in its pure form.
66. What is SMTP and how does it deliver email? Describe the basic flow of an SMTP session.
67. List and briefly describe at least six SMTP commands. Why do modern servers ignore VRFY and EXPN?
68. What is POP3 and what three consecutive states does it go through after a connection is established?
69. What advantages does IMAP have over POP3? List at least five improvements.
70. Describe the four states of an IMAP 4.1 server and explain when the server enters each state.
71. What is PGP and how does it achieve confidentiality using both symmetric and asymmetric encryption? Describe the role of the session key.
72. How does PGP create and verify a digital signature? What algorithms does it use?
73. What is S/MIME and what two content types does it define? What security functions does each provide?
74. What encryption and signing algorithms must all clients support according to S/MIME RFC 5751 v3.2?
75. Define the following Kerberos terms: Ticket, KDC, Realm, Principal, and TGT.
76. Why is clock synchronization required in Kerberos, and what is one of the advantages of Kerberos related to single sign-on?
77. Explain the concept of a long-term key and a session key in Kerberos. How does the KDC deliver each to the respective party?
78. Describe the Kerberos 5 client authentication phase (AS_REQ and AS_REP). What does the TGT contain?
79. Describe the TGS authorization phase in Kerberos 5. What does the client send in TGS_REQ, and what does it receive in TGS_REP?
80. How does the service authentication step work in Kerberos 5? How does the server prove its identity back to the client?
81. What are the two logical components of Kerberos 4, and what are the two significant modifications it made to the base Needham-Schroeder protocol?
82. List the seven conditions that must be met in any modern payment system as described in the lecture.
83. What is 3-D Secure and what three domains does it define? Which organizations adopted services based on this protocol?
84. What is EMV and what cryptographic algorithms does it use? How did EMV redistribute liability for fraudulent transactions?
85. Describe two vulnerabilities of EMV cards. What types of fraud does EMV NOT protect against?
86. What is the SET protocol, what does it protect, and why did it fail to gain widespread adoption?
87. List three advantages and three disadvantages of the SET protocol as described in the lecture.
88. What is the MPTP protocol and what role does the broker (B) play? Why is hash checking preferred over RSA signature generation in MPTP?
89. What is WEP, which stream cipher does it use, and what are its four main algorithmic weaknesses?
90. Describe the WEP frame format. List all fields in the unencrypted and encrypted parts.
91. Describe the WEP data encapsulation and decapsulation processes step by step.
92. Compare Open System Authentication (OSA) and Shared Key Authentication (SKA) in WEP. Which is more secure and why?
93. Describe the three major attacks on WEP: FMS, KoreK, and Tews-Weinmann-Piškin. How many frames does each require?
94. What does the WPA formula represent: WPA = 802.1X + EAP + TKIP + MIC? Briefly describe each component.
95. Describe the eight-step WPA/WPA2 user authentication process from client initiation to port activation.
96. What is the difference between WPA-Personal (PSK) and WPA-Enterprise? In what environments is each used?
97. What are the four security mechanisms defined in the GSM standard, and which recommendation document covers each?
98. Describe the GSM subscriber authentication procedure. What algorithm is used, what are its inputs, and what is transmitted over the air?
99. Explain three GSM vulnerabilities: Base Station Spoofing, IMSI Catching, and Encryption Suppression. What security properties of the CIA triad are affected by each?
100. Describe the SIM card cloning vulnerability in GSM. What algorithm was exploited, and how did researchers reduce the Ki extraction time?
