Bonpocsl HMTOrOBOro KOHTPOJIS
no npeamery “be3onacHOCTh ONEPANMOHHBIX CHCTEM ¢ OTKPBITHIM KOA0OM”
JJISI CTY/IEHTOB 4 Kypca HanpaBJieHHsi 00pa30BaHUA
5330300 — Uudopmanuonnasi 6e30nacHOCTD (110 OTPACJIAM)

[ToHsiTHE M HA3HAYEHUE ONEPAMOHHBIX CUCTEM.

[TonsiTne 6€30MacHOCTH OTIEPAIIMOHHBIX CUCTEM C OTKPBITHIM KOJOM.
Knaccuduxkarus yrpo3 6€30macHOCTH OMEParMOHHON CHCTEMBI.
ATaku Ha ONEepPaIIMOHHBIE CUCTEMBI C OTKPBITHIM KOJIOM.

[ToHsATHE 3aIIUILIEHHON ONEPAITMOHHON CUCTEMBI.

[Toaxoapl K CO3JaHUIO 3AIUILECHHBIX ONEPAIMOHHBIX CUCTEM.

No bk wbhE

Crpaterusi 0€30IMaCHOCTH OTIEPAIIMOHHBIX CHCTEM.

8. Araku Ha omneparMoHHbIe cucTeMbl. Kimaccudukanmst 3710yMBIIIIIECHHUKOB.

9. Hampanenus u METOBI peai3aiy yrpo3 HHPOPMAITMOHHOW 0€30ITacCHOCTH.

10. ®parmeHTapHBINA MTOAXOA K CO3AAHHUIO OTICPAIIMOHHBIX CHCTEM.

11. KoMIUIEKCHBIN MOIX0/T K CO3/ITAHUIO OTIEPAITMOHHBIX CHCTEM.

12.Ataku Ha OC: ckaHupoBaHue (HainsIoBO CUCTEMBI.

13.Ataku Ha OC: kpaxa KiIroueBoi nHhOpMaIUu.

14. Ataku Ha OC: aTaku Kjiacca «0TKa3 B 00CTY>KUBAaHUW.

15.Araku Ha OC: noa6op maposst u cobopka Mycopa.

16.be30macHOCT MPOIECCOB U MTOTOKOB.

17.Muoro3anaunbii  pexkuM padotel OC ¢ OTKPBITBIM ~ KOAOM. THIIBI
MHOT03a/Ia4HOCTH.

18.Coctostaus mporeccoB B OC: neiicTBrEe, TOTOBHOCTD, OJJOKUPOBKA.

19.Co3nanue u 3aBepiienue mpoieccoB B OC ¢ OTKPBITHIM KOJIOM.

20.Knaccuueckast Mojieab TOTOKOB B OC ¢ OTKPBITHIM KOJIOM.

21.B3anMoCBsI3b MEXAY 3aJaHUSIMH, TIPOIECCAMH W TIOTOKAMH B OTIEPAIIMOHHBIX
CUCTEMaX.

22.Peanu3zaiiysi MOTOKOB B MOJIb30BATEILCKOM MPOCTPAHCTRE.

23.Peanuzarus MOTOKOB B siApE.

24.Yupasnenue nporeccamu u motokamMu B OC ¢ OTKPBITHIM KOJIOM.

25.Yupasnenue namMsatbio B OC ¢ OTKPBITBIM KOJOM.

26.MeTompl yIpaBJICHUS MAMSITBHIO B ONIEPAIIMIOHHBIX CUCTEMAX.

27 IleiixkuHr U pparMeHTalus.

28.BHyTpeHHss ¥ BHEIIHSST ()parMeHTalus.

29.TToHATHS TUHAMHWYECKOTO CBI3bIBAHUS U JUHAMUYCCKOHN 3arpy3KH.

30.Craruyeckas M TMHAMUYecKas 3arpysKa.

31.CraTnveckoe v TMHAMUYECKOEe CBSI3bIBAHUE.

32.Ynpasnenue mamsTeio B LinuX.



33.YnpaBneHue NaMsThiO: BUPTyaJibHAs AMSTh.

34.YupasieHue naMaTeio: Gu3ndecKas IaMsTh.

35.UcnonHenne u 3arpy3ka moJib3oBaTesnbckux mporpamMm B OC ¢ OTKpPBITHIM
KOJIOM.

36.be3onacHocTh 0OMEHa JaHHBIMU U CBSI3H.

37.Mogemuposanue yrpo3 OC. Meronomnorus DREAD.

38.Mogemuposanue yrpo3 OC. Merononorus STRIDE.

39.be3omnacHslif 3amyck onepalnoHHoM cucteMsl (Secure Boot).

40.be3onacHocTs OOMEHA JAaHHBIMU U CBSI3U: KOHIICTIIMN O€30MMaCHOCTH.

41.be3onacHocTh (paitnoBsix cuctem: Ext4.

42.be3onacHocTh ¢haiaoBbix cuctem: Btrfs.

43.be3omnacHOCTh haiaoBbix cucteM: XFS.

44 Tlepcnektusbl 6e30macHocTH OC ¢ OTKPBITHIM KOJIOM.

45.0OCHOBHBIC HAIIPaBJICHUS PA3BUTHS ONIEPAITIOHHBIX CHCTEM.

46.TIporpamMMHBIE CpeICTBAa IS OOECTeueHUs OE30MacHOCTH OTEPAIMOHHOMN
cuctemsl Linux.

47.Co3naroTcs U JIOMallTHUE KaTajJoryd yU4ETHBIX 3aliCcell MOoab30BaTeNiel Mpu UxX
no0aBiieHUH ¢ uctoyib3oBanueM koMman adduser u useradd?

48.Kakumu crmocobaMu MOXKHO J00aBHTh WM yIAdUTh YUYETHYIO 3aliCh
ITOJIB30BATEIIS U3 TPYIIIIBI?

49 Kakas yTuiauTa WCHOJB3YyeTcS Ui MoauduKkanmuyu yYETHBIX — 3amucei
IIOJIb30BATENIEH?

50.Yro onpenensieT aTpuOyThI (HaiiyIoB M KAKUM 00pa30M X MOKHO MMPOCMOTPETH U
W3MEHUTH?

51.Kakue meTozpl co3manus U ynaneHus (aiinos, katajaoroB Ber 3Haere?

52.B yeM 3akirogaeTcs MOMCK IO Ma0IoHy?,

53. laifTe onpesenenne MOHATUN TeTepOreHHasl ceTh U MHTep(eric.

54.]laiiTe onpeaeneHre MOHIATHI MPOTOKOJ, COKET U JYTUICKC.

55./laifTe omnpeneneHrue MOHATHN COKeT, (U3UYECKUI aapec, JOTUUECKUU aJpec,
KOMMYTATOp.

56./laliTe onpeneneHne MOHATUIM TeTEPOTeHHAs CETh, NYyIUICKC, (U3UYECKui aapec,
JIOTUYECKUH aJIpec.

57.KakoBo Ha3HaveHue makera iproute2?

58.B 1eM ocHOBHOE Ha3HaueHHE nakema Net-tools?

59.KakumMu  KOMaHJaMU  OCYIISCTBISECTCS  MpPOBEpKa U YIPaBJICHUE
XapaKTEPUCTHKAMU CETEBBIX HHTEP(DEcoB?

60.Kakue yTuinThl BKIIIOYaeT B ce0st makeT iproute2?

61. 3nauenne komanx npu padore ¢ OC Linux: history —c, who [am i], cal
[[Mecsir|ron], cat <ums daiina>, cat text.1 > text.2, cat > text.1, rm <ums daiina>,



we [mms ¢aiina], mkdir <umena co3maBaembIx KatamoroB>, rmdir <umeHa
yAasieMbIX KaTtajoros>, pwd, clear, exit.

62.Turmbl (paltIoBBIX CUCTEM, UX MIPEIHA3HAYCHUE U OTINYHS.

63.PacnipocTpanéHHble aTaky Ha ONEPAIMOHHBIE CUCTEMBI.

64.ITporpamMmmubie  cpenacTBa oOecrieueHuss Oe30macHOCTH  WHOOPMAITMOHHBIX
pECYpCOB.

65.Hcnonb3oBanue cpeacTB kpunrtorpaduueckoit 3ammtsl nHpopmaruu (CK3U) B
OC ¢ OTKPBITBIM KOJIOM.

66.CpaBHEHHE OMEPALMOHHBIX CHUCTEM C OTKPBITBIM HCXOJIHBIMU KOJOM H
npornpuerapibix OC: nperMyIiecTBa U HeIOCTATKH.

67.Yto mpexacraBiser coOOW MOACHCTEMA 3aIUTHl ONMEPAIMOHHON CHCTEMBbI TIPH
pUMEHEHUU (parMeHTapHOIo Noaxoaa?

68.OCHOBHBIC COCTABIISIFOIINE CTPATETHH O€30MAaCHOCTH OTICPAIIMOHHBIX CHCTEM.

69.Y3BUMOCTH OMEPAIIMOHHBIX CHCTEM C OTKPBITHIM KOJIOM.

70.ATaku HalleJIEHHBIC HA ITOJTHBINA WJIM YaCTUIHBIA BEIBOJI OTIEPAITMOHHON CUCTEMBI
U3 CTPOA.

71.Tunbr mHOTO3aM29HOCTH OC.

72.Bunpl coctosuus npornecca B OC. [IpuBenure npumepsbl.

73.B KakOM COCTOSTHUU TIPOIECC MOKET OBITh 3a0JIOKHMPOBAH B CBSI3U C BHEITHUMHU
MIpUYUHAMU, 110 THUIIHATUBE ONepaloHHON cuctembl? [IpuBenure npuMepsl.

74.Kak Ha3bIBae€TCS COCTOSHUE, ITPU KOTOPOM TIPOIIECC 3a0JIOKMPOBAH M HE MOXKET
BBITIOJTHATHCS IO CBOMM BHYTpeHHUM npuanHaM? [IpuBeanTe mpuMepsl.

75.3aueM  HEOOXOAWUM  TPOLIECC  yMpaBlIEHUS  MaMsIThlO B paMKax
dbynkuuonuposanusi OC?

76.B kakoM ciydae siapo co3/1aeT HOBOE BUPTYaIbHOE aIpeCcHOE IIPOCTPAHCTBO?

77.PesunenTHas mamaTh U ee ucnojiab3oBanrue B OC ¢ OTKPBITHIM KOJ0M?

78.Uto sBrIseTcs TOBYIIKOU oOpamienus namatu? [IpuBenure mpuMepsl.

79.1To xakuM TpU3HAKAM MOXKHO KJIACCH(HUITUPOBATH CYIICCTBYIOIIHE CHUCTEMBI
3aIUTHI IPOTPAMMHOTO OOecriedeHus?

80.[laliTe ompeneneHus MAaHHBIX TUIIOB AJTOPUTMOB: ANTOPUTMBI IMH(PPOBAHUS
JTAHHBIX, aJTOPUTMBI 3aMTyTHIBAHUS, aITOPUTMBI MYTallUU, aJTOPUTMBI COKATHS
JTAHHBIX.

81.KakoBbI TIOJIO)KHUTENIbHBIE CTOPOHBI CUCTEM TMAPOJIbHOW 3aIlUTHI MPU MPOIIECCe
ayTeHTUuQuKauuu nonb3zonareineit B OC?

82.XapakTepHble 0COOEHHOCTH Tpoliecca MPOTOKOJUPOBAHUS U ayUTa.

83.11oHsATHE aKTUBHOT'O ayJUTa B OMEPALIUOHHON CHCTEME.

84. OyHKIMOHATBLHBIE KOMIIOHEHTHI aKTUBHOTO ayAHTa.

85.0cHoBHBIE 33/1auu poTOKOoMpoBanus u aynuta B OC.



86.Kakue omepanMoHHbIE CHUCTEMBI C OTKPBITBIM KOJIOM HCIIOJB3YIOTCA B
MOOMIIbHBIX ycTporicTBax? B ueM ux ocobeHHoctu?

87.B dem 3akirouaroTcs pa3iduus MpoLeccoB AedparMeHTaluu u pparmeHTanum’?

88. Uro Brl 3Haete o Takoil arake Kak «cOopka Mmycopa»?

89. Ilpenmy1iecTBa U HETOCTATKHU OMEPALIMOHHBIX CHCTEM C OTKPBITBHIM KOJIOM.

90.Kakue BapuaHThI peau3aliiy sSpa B OIEpAllMOHHBIX cucTtemMa Brl 3HaeTe?

91. Yro Takoe MHOT033/IJaYHOCTh M KaKue ¢ TUTbI Bol 3HaeTe?

92.B uem 3akirodaeTcssi HEOOXOIUMOCTH TPOBEACHUS ayauTa mpu padore C
OTepallMOHHBIMU CUCTEMAMU?

93.[lpuBenure omMcaHWe KaXIOW M3 aTaKk MPECTABIECHHBIX B METOJI0JIOTUU
STRIDE.

94.Yto Takoe >KypHaTUpOBaHHE U KaKOBa POJIb JAaHHOTO Mpollecca B 00ecTeueHNH
MH(OPMAMOHHOW 0€30MaCHOCTH?

95.Pacnpoctpanennsie ataku Ha OC: 03KI0pBI M UX IPEUMYIIECTBA.

96. lHTepakTUBHBIN BXOJ B OMEPAMOHHYIO CUCTEMY. MeTo/bl ayTeHTU(DUKAITIH:
JIOKaJIBHBIN BXOJ U TOMEHHBIN BXoA (Active Directory).

97.IIporpaMMHBbIE U anmapaTHBIE CPEICTBA 3AIIUTHI OTIEPAIIMOHHBIX CUCTEM.

98.00bsicHUTE POJH TECTUPOBAHUS HAa MPOHUKHOBEHUE TPU OIEHKE YpPOBHS
3aIMIIEHHOCTH ONEPAI[MOHHBIX CUCTEM.

99.KakoBa ponb WHGOPMAIIMOHHBIX (OPYMOB H TOYTOBBIX PACCHUIOK MPH
pa3paboTKe U CONMPOBOXKICHUN MPUIIOKEHUHN C OTKPBITHIM UCXOAHBIM KOJIOM?

100. @dyHKIHOHATHHBIC KOMIIOHEHTHI M ApXUTEKTypa CPEACTB aKTUBHOTO ayauTa.



