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Question GrouP I

1. What is the Internet of Things? Describe the ecosystem.gf coSsumer IoT devices'

2. what is the rnternet of rhings? The evorutionury t *rition from the "Internet of People"

l:ffi ff*,Tlf:i}."conn-ectegft i"e.,111*":,::-3;:":"*etorrhings?
4. what is the rrrt.ir.i of rhings? iLt ilors-that ;;;; drirr.n the.development of the IoT'

5. What is the fftit*tt of Things? Key components of the IoT'

6. what is the r"i.*"t of rhings? IoT development paths.

7. What is the rrrir*.t of Things? IoT enableis. IoT characteristics'

g. what is the rrri.*"t of rhings? IoT development trends.

g. what is standar d\zationin the context of tire Internet of rhings, and why is it necessary?

Describe the dif[rence between IT networks and IoT networks' 
q for the IoT?

10. Which international orgunirutior* are d*ti;il standards for the IoT? Provide

examples
1 1. what charenges associated wi:th IoT networks have led to the emergence 

*of new

?i.ff::;ff: il:::Tl o{tl. oneM2M standard and list the three main ror lavers in oneM2M'

1:. pescfibg the?neM2M archit."rt. and describe the functions of the main layers'

14. What components are included in the service iuy"t of the oneM2M architecture?

15. Describe the IoTWF architecture and briefly .*i,rri"1re functions of the main layers'

16. Describe the IoT World Forum architectur. ura'tir, tl. T""ll0ns 
of l0wer layers 1-4'

17. Describe the IoT world Forum architectur. u"J iist the functions of upper layerc 4-7 '

1g. List the layers of the rorwr urcrritecture and describe the nature of communication in the

i";Nl;,x1tltr,. uauu'tages of the LoryF architecture. which lavers in the IoTWF model

are IT and OT technologies responsible for?

20. IoT standards developed UV-iiO I1SO/IEC JTC l/SC 41 and others)

;i.Xlmf;ff:H$lJti:;Ir,?,11/rhings,, and ,,virruar rhings,' in the rru-r Y 2060

standard.
23. Describe the difference betweenthe concepts of "Internet of rhings" and "Internet Thing"

according to ITU standards' , . -r 2-^+L^ r^.F's used for? What functions
24.WhatismeantbyasmartobjectintheloT?WhatareSenSoI
do they perform? :s used for? What functions
25. what is meant by a smart object in the IoT? what are sensors useo lur { YY llo'

do theY Perform?



I

,t .r^^ r^'re \rrhor is the difference between sensors and

l.WhatismeantbyasmartobjectintheloT?Whatisthedifferen
r;r;;t what tunct-ions do theY Perform?

i-:7.D"r"rlbe the ways to classiff sensors'

;;.+mffi :nffJ;,:1J';1'Jl?":.,X'1fi ".,n1,"nes?whattunctionsdothevperrorm?
30. what types of sensors are ,rr.i il ;;;phongs? wil functions do they perform?

31 . what is meant by a smart ou:""t-i"irr. rort what are actvators used for? what functions

do theY Perform?
32. what is meant by a smart_object in the IoT? what is the difference between a sensor and

;: tlllf*l*ffi':r#:Jj1? fflf'Tl? what is the dirrerence between a sensor and

an actuatorz wrtli frlnctions ao in"y perform? , ,nrrrar^r. comnar(
34. Descriu" rro*it. functionarify;i;"sors and actuators compares with the human senses'

35. what ur. u",rru,ors used f"r? t;;;.lrr. classification methods for actuators'

36. what is meant by smart J";;;;t what p1;;;;; smart objects occupv in the IoT

architecture? 
;tuators? what place do smart objects occupy in the IoT

37. What is meant bY smart a<

architecture?
3g. what is meant by a smart object in the IoT? communication Features of Smart objects

39. communication criteria i"';;i;T i", E""il;tG-vu'iot" use cases for IoT Device

ff :ffii:ffi;*Tl"r:T t.., ir. c onne cti on r e chno r o gi e s bv c ommuni c ati on Ran ge

41. Describe the role of LTE-M i..t,rrotogy in trr. toiarchitecture, and at what level of the

l*;iillTr'i1[i:i::?iJi:iff?:Hl':g'l"the Ior architecture' and atwhat level orthe

Hkl:t'"'ffil:T 
tfffi:ffI:g{V;ffi"r;E 

celrurar inrrastructure devices are used to

;f i:frt#l:1':"#.thetunctigl'-olth'-i1"f#:"t',:#n'NB-Iorarchitecture'
45. Describe the operation of Ng-tof over an LTE network'

46. provide a general descriptiorror LTE-M technotogy. what LTE cellular infrastructure

devices ur. ,"Jd to imPlement LTE-M?

47.Provid.u"ddt"'ibttht't'*tt"eoftheLTE-Mnetwork'
4g. List and describe the n r.tio* ortrr" main elements of the LTE-M architecture'

49. Describe the operation "f 
iiE-vr over an LiE network' 

ure. and at what I 
'

50. Describe the role of ronuwaN technol0gy i'ior architecture, and at what level of the

IoT architecture does this tttft"oiogy onoulti 
,^^., ,- T..T architecture" and at w

5 t. Describe the role of rBgg s'z ls.+technol0gy in IoT architecture, and at what level of

the IoT urrt'itttit"" does this technology operate?

52. provid. ;;;;*i description of LoRawAN technology.

53. Provide a diagram and describe the layers of the LoRawAN architecture'

54. provide a diagram *J describe it . ;;i; network elements of the LoRawAN

architecture'

*t*lf f:ff#ltffiilJtffTf*uu 802.15.4 technologv, and describe the main

network toPologies used'

57. DescriUt tft! operation of IE'EE' 802'15'4'



Question GrouP 2

1.|)escribethespecificapplicationofthelPprotocolintheloT.
2. Describe why Ip is important for the IoT. what limitations of IoT devices make using

;1"fii:"lirolf"iH"" technology? what probrem does it solve? what place does it occupv

i $ll?lt'Jffi.|Tlro.or and what types of networks is it intended for? what place does

it occuPY in the IoT architecture?

5. Describe how ;. it;t"tocol should be optimi zed for the IoT architecture'

6. Compare the l;i;;";"col stack using 6LoWPAN and TCP/P' 
rqr hearter como

T.HowdoeslPv6packetadaptationoccurin6LoWPAN?Whatheadercompresslon
mechanisms are used in 6LoWPAN?

8. How does IPv6 packet adaptation occur in 6LoWPAN? What is packet fragmentation in

6LoWPAN and when is it necessary?

g. How is the RpL network topoffi structured? what is the difference between DAG and

DODAG? .r I

10. What message types are used in RPL? Describe their purpose' 
,Ae r-tntxr are 6r .r

I 1. what is the difference between 6LowpAN and traditional IPv6? How are 6LowPAN

networks integrated with the Internet?

12" How is upstream and downstream routing formed in RPL? 
l MQTT

l3.WhatareapplicationprotocolsinloTarchitecture?WhattasksdotheCoAPanc

fl:tffiX irtlil!|""n protocor? what is the main difrerence between coAP and MQTT?

15'PurposeoftheCoAPprotocol.WhatmessagetypesareusedinCoAP?
16. List tfte ,n"ssug",yp"t used in CoAP' CoAP message format' 

^^-r nrnrn..nlq rlo,
17. How does theirient-server model work in coAp? what transport protocols does coAP

run on? 
Lteraction in CoAp using the example of a node --+ gateway

18. l)escribe the client-server tn

-- CoAP cloud scenario'

lg.Howdoesthepublish/subscribemodelworkintheMQTTprotocol?Whattransport
p,|:ffif 

fin$tffiX"*;rribe model and moder in'the Merr protocol? what is an MQrr

broker and what role does it play? - .,a qr{rzqnraoes of I king with
21 . What QoS levels exist in \ltQff? What are the advantages of MQTT when wor

||:tfiffi'J;il|ilo" the coAp and Merr protocots solve? In which Ior scenarios is coAP

used, and where is MQTT used?

23. Describe how sensor --. cloud data transfer is implemented using MQTT'

24. Whatlimitations of IoT ,r.t*ork, affect the use of Ip network transport mechanisms?

Describe the criteria for selecting IoT appligtio,n protocols' 
-

25. Describe the categorie, "T 
IoT 

^applirutioi proto.otr for selecting a method for

ff:f.:"ifjrt";1fr\1ti""#protocols in the ror. classification of application protocol use

;THl$J#lt signat degradation during transmission over telecommunication channels'



g. Interference and distordon during IoT signal ffansmission over telecommunication

,channels.
29. what are additive noise and impulse interference? what impact do they have on IoT

signals during transmission over telelommunication channels?

30. what are co_channer urrd **t ui irrt"rf.rence? wrr* impact do they have on IoT signals

during transmission over telecommunication channels?

31. what are multipath interfer.r".l riow fading tJuJo*ing), and fast fading? Their impact

onloTsignalsduringtransmisslonovertelecommunicationchannels.
32. What are nonlinear distortions? What i-p"li do they have on IoT signals during

transmission over telecommuni;i;; channers? rr. wnut ur. d.luyt and jitter? How do they

affect IoT signai, *t.r' transmitted over telecommunications channels?

Question GrouP 3

l.,Purpose of NFC technology' Service provisioning model ' itecture
2. Purpos. otXpC technology' Nf'C'' piutt il XpX network architecture

3. what is IEEE, g02.1 5.4 and*t u*oi. does it play in IoT standardization?

4. protocol stack of wireler, ,",t'* networks t"tit'-i'o" of the ZigBee standard with the

f?i:"'3ll;iilll1Xii,ress sensor networks. Dirrerences between the zigBee standard and

H'JifJ,.::3 f fi::i*1't""sor networks. ZigBee - an exampre or a network structure'

or ganrzation method, and disadvantages

7. Describ. th;;;;r oi,fr. ZigBeeA=lliuttt" and their standard

g. Describe examples of NFc t""hrrotogy applications in various fields'

g. purpos. orxrb technology. co-rnrinication in the NFC protocol

l0.Purpo,.ofNpctechnology.xrcprotocol.operatingmodes
11. What 1, tf*^prrfiose of thJnffp tuAio identification system?

12. RFID System Architecture' What is an RFID TAG?

13. What."*;;;;;;ar" included in an RFID svstem?

14.HowisanRFIDtagconstructed?whattypesoftagsarethere?
15. RFID System Architecture' RFID Reader Functions

l6.Whatirtf'"'tut"sofRFIDtechnologystandardization?
17. purpor. urJComposition.of a uHF trurrrpottder in an RFID system

1g. Describ.;h; nrrr"iior* and design of RFlD.system readers'

19. provide examples of RFID i.rti"r"gv applications in various fields'

20. List digital electronics interfac., foiir*sferring large amounts of data between device

componentr.-wtut is the MIpiAiiurrr. und what is its main purpose?

21. List digital electronics interfaces for transferring large amounts of data between device

;f5;;ff #JT$iflHttTffiT'*g ,*.ty. Exprain the meaning or the terms ADA'

fifl;* i"l ;fiffi:lflffii#:-i,?isB, HDMr, andlvDs interms orpower ernciencv

iliffir;"1l;ur.rr.s of the Mrpr architecture enable high power efficiencv?

25.lnwhat industries is the iufiefp'otocol usedtoday' bisides mobile devices?

26. what is the Unipro protocol/interface, "rri 
*ttu, ijp"t of systems is it intended for?

27 .whatinteraction principles are used between the various components of MIPI interfaces?



g. what rayers does the Unipro protocol architecture include, and what functions do they

fi?# does the Unipro protocol handle effors during data transfer, and what mechanisms

does it use? - .1 i, r^^^ +L^ TTnipro nrotocol use?

30.WhatmediaaccesscontrolmethodsdoestheUniProprotocolus
31. what is the difference between asynchronor* urro ,vnihrono.,' data transfer modes in the

UniPro Protocol?
32. which rayer of the unipro protocor architecture is responsible for routing data between

devices?
33. How does the unipro protocol achieve high data transfer rates compared to sPMI?

34. What is the ;il;i Apr in th; u;itto pro6rol software laver?

35. what is the;il;Gose of the SPMI protocol?

36. what are the main advantages^oi.rring'sPMl in mobile and embedded systems?

37. what elror ""rr"r,i"" 
rrr".tiurrir-r-urJincluded in the SPMI protocol?

3g. why is unique device addreffiirnptrturrt in data transfer protocols such as uniPro and

SPMI?
3g. what are the main rimitations of SpMI compared to unipro in terms of supporting the

number of connected devices? r ^1^-,a d in SPMI?

fl 
:ilHkitlnlyr:*n:Tilii?JlH'::1ffi;1"ff ,,o-anrorperspective

42.Describ. tli" fJ;;"t of cyberspatial :y*tPt in the IoT'

43. Describe the main security,rtt* to ttr devices' Provide examples'

44. List the layers of IoT architecture as a cyberspace system' Describe the main

vulnerabilities of IoT devices'

45. DescriUt tttt tYpes of attacks on IoT devices' 
lered when designing IoT

46. Desc,iut tftt'ity "t"'ity 
principles that should be consrt

devices.
47. Descri.be what DDos protection methods can be used to protect IoT devices'

4g" Explain what authentic"ti;;";; authorization are in the context of IoT, and how do they

lf*:rr"in how data encryption can help ensure the security of IoT devices and transmitted

informdtion'
50. Explain the role of software updates and patches in maintaining the security of IoT

devices.
51. Explain how to assess the security level of an IoT device during its development and

oPeration'
52.DescriberecommendationsforensuringthephysicalsecurityofloTdevices.
53. List,ht ;;;;t;fi;i architecture as a cvberspace svstem'

54. what are the main ,.rrri y irrr""* * tot aevices? Provide examples'

55.IoT architecture layers nom a cyberspace.sYstems perspective

56. what is networlc-level ,.r"ri v,'*a d"* iJtt if"p'prv to IoT architecture?
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