60610300 – Information Security Field of Study Final Exam Questions for the subject “Threat Intelligence Technologies” for 4th-year students
1. Threats to information security. Types of threats.
2. Information security breaches. The nature of threat sources.
3. Data security. Data protection systems, classifications, and their working principles.
4. Organizational and technical means of information protection.
5. Types of security threats at facilities and their characteristics.
6. Protection methods against information leakage through technical channels.
7. Principles of ensuring information security implemented in an information system, checking and evaluating their effectiveness.
8. The concept of cyber intelligence and security services.
9. Characteristics of strategic intelligence for the education sector.
10. Spoofing/Forgery, phishing, fraud.
11. Cyberthreat intelligence platforms.
12. Types and sources of threat analysis.
13. Strategic threat intelligence. Operational (technical) threat intelligence. Tactical threat intelligence.
14. The life cycle of security and intelligence services.
15. Direction and planning. Data collection. Data processing. Data analysis. Dissemination. Feedback and adjustment.
16. Utilizing threat intelligence. Risk analysis. Security operations and triage.
17. Stages of incident response.
18. Security incidents and incident response.
19. Confidential information leakage and threats to it.
20. Modern approaches to detecting threats and attacks.
21. Threat intelligence platforms.
22. Computer network threat detection systems.
23. Network vulnerabilities, threats, and attacks against them.
24. Network vulnerability scanning tools.
25. Malicious code detection technology.
26. NIST and SANS incident response models.
27. Technical component. Analytical component. Pros and cons of malicious code detection methods.
28. Expert services in threat detection and their capabilities.
29. Security event detection and analysis flow.
30. Analytical reports on threats for enterprise organizations.
31. Intelligence-driven incident response strategies.
32. Intelligence-driven incident response tools and technologies.
33. Modern corporate IT infrastructure.
34. Security Information and Event Management (SIEM).
35. IBM QRadar threat detection. Splunk Enterprise Security event logs.
36. Exposing false positives using McAfee Enterprise Security Manager monitoring.
37. CLOUD NETWORKS – a reliable provider of intrusion detection systems, firewalls, VPNs, authentication systems, and other solutions.
38. OSINT (Open Source Intelligence) – collecting and analyzing data from public sources.
39. OSINT tools in information security. Google Dorks, Hrazvedka, Sector035, OSINT Curious.
40. Ensuring information security through SecOps Threat Intelligence.
41. SecOps tasks, stages, tools, and advantages.
42. Active Directory Threat Intelligence.
43. Mitigating Active Directory vulnerabilities.
44. Protected accounts and groups in Active Directory.
45. Study and analysis of threat detection systems.
46. Network attack detection tools.
47. Network security monitoring tools.
48. Analysis of Kaspersky threat intelligence services.
49. Analysis of managing cyber intelligence threats using software tools.
50. The role of antivirus, IDS, IPS, and TE tools in ensuring information availability.
51. Classification of malware and protection methods.
52. Threats to the security of information and communication technologies.
53. Exposing false positives using McAfee Enterprise Security Manager monitoring.
54. Detecting malicious codes and managing their threats.
55. Methodology for detecting unauthorized access to information systems and resources.
56. Protecting information from unauthorized access.
57. Analysis of social engineering attacks.
58. Modern antivirus software tools and their capabilities.
59. Assessing information security threats as preliminary measures in the field of information security.
60. Expert services in threat detection and their capabilities.
61. Security Information and Event Management (SIEM). IBM QRadar threat detection.
62. Exploring career paths in the field of cybersecurity.
63. Analytical reports on threats for enterprise organizations.
64. Pros and cons of malicious code detection methods.
65. DDoS feeds, feed features, C&C feeds.
66. Principles of conducting technical intelligence.
67. Technical intelligence models.
68. The Threat Hunting process.
69. Assessing the probability of threats.
70. Leakage channels for confidential information.
71. Basic solutions for preventing network threats and intrusions.
72. Advantages of using SecOps.
73. Modern solutions for detecting computer attacks.
74. Next-Generation Firewalls (NGFW).
75. Security event monitoring systems (SIEM).
76. Network Traffic Analysis (NTA) systems.
77. Endpoint Detection and Response (EDR).
78. Main features of Kaspersky Threat Intelligence.
79. R-Vision Threat Intelligence Platform.
80. Hash-value-based analysis in malware statistical analysis.
81. Splunk Enterprise Security event logs.
82. Cisco Threat Intelligence Director.
83. Vulnerability management stages in an organization.
84. Using vulnerability scanning.
85. Network security remediation process.
86. Review of external vulnerability scanners.
87. F-Secure Radar vulnerability scanners.
88. GFI LanGuard vulnerability scanners.
89. Nessus Professional vulnerability scanners.
90. OpenVAS vulnerability scanners.
91. Classification and types of malware.
92. SOC (Security Operations Center) analytical capabilities.
93. Methods and tools for active and proactive threat detection.
94. Hunting Maturity Model (HMM).
95. Configuring audit policies for Active Directory.
96. Fraud detection systems.
97. Vulnerability analysis in the field of Information Security (IS).
98. Types of analyzed threats.
99. Main objectives of an attack on a company's IT infrastructure.
100. Utilizing tactical threat intelligence and strengthening security controls.
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